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 QUESTION 1  

 
You have a AI/ML application running on Oracle Cloud Infrastructure. You identified that the 

application needs GPU and at least 20Gbps Network throughput. 

The application is currently using a VM.Standard2.1 compute without any block storage attached to it. 

Which two options allow you to get your required performance for your application? 

A. Terminate the compute instance preserving the boot volume. Create a new compute instance 

using the BM.GPU2.2 shape using the boot volume preserved and attach a new block volume to 

host your application. 

B. Terminate the compute instance preserving the boot volume. Create a new compute instance 

using the BM.HPC2.36 shape using the boot volume preserved and use the NVMe devices to host 

your application. 

C. Terminate the compute instance preserving the boot volume. Create a new compute instance 

using the BM.GPU2.2 shape using the boot volume preserved, but no block volume attached. 

D. Terminate the compute instance preserving the boot volume. Create a new compute instance 

using the VM.Standard2.2 shape using the boot volume preserved, but no block volume attached. 

E. Terminate the compute instance preserving the boot volume. Create a new compute instance 

using the VM.GPU3.4 shape using the boot volume preserved and use the NVMe devices to host 

your application. 

 
 

 

 Correct Answer: A,C  

 
 

Explanation/Reference: 
 
The original instance is bandwidth limited, no mention of disk write speed. So I would go without block 

storage or with block storage since it's the cheaper option. 

Terminating an Instance 

You can permanently terminate (delete) instances that you no longer need. Any attached VNICs and 

volumes are automatically detached when the instance terminates. Eventually, the instance's public 

and private IP addresses are released and become available for other instances. 

By default, the instance's boot volume is preserved when you terminate the instance. You can attach 

the boot volume to a different instance as a data volume, or use it to launch a new instance. If you no 

longer need the boot volume, you can permanently delete it at the same time that you terminate the 

instance. 

Warning 

If your instance has NVMe storage, terminating the instance securely erases the NVMe drives. Any 

data that was on the NVMe drives becomes unrecoverable. Ensure that you back up any important 

data before you terminate an instance. For more information, see Protecting Data on NVMe Devices. 

Required IAM Policy 

To use Oracle Cloud Infrastructure, you must be given the required type of access in a policy written 

by an administrator, whether you're using the Console or the REST API with an SDK, CLI, or other tool. 

If you try to perform an action and get a message that you don’t have permission or are unauthorized, 

confirm with your administrator the type of access you've been granted and which compartment you 

should work in. 

For administrators: The policy in Let users launch Compute instances includes the ability to terminate 

an instance (with or without an attached block volume). 

If you're new to policies, see Getting Started with Policies and Common Policies. For reference 



  

material about writing policies for instances, cloud networks, or other Core Services API resources, 

see Details for the Core Services. 

Using the Console 

Open the navigation menu. Under Core Infrastructure, go to Compute and click Instances. 

Click the instance that you're interested in. 

Click More Actions, and then click Terminate. 

If you want to delete the boot volume that is associated with the instance, select the Permanently 

delete the attached boot volume check box. 

Click Terminate Instance. 

Terminated instances temporarily remain in the list of instances with the state Terminated. 

Using the API 

For information about using the API and signing requests, see REST APIs and Security Credentials. For 

information about SDKs, see Software Development Kits and Command Line Interface. 

Use the TerminateInstance operation to terminate an instance. 

GPU Shapes 

Designed for hardware-accelerated workloads. GPU shapes include Intel CPUs and NVIDIA graphics 

processors. 

These are the bare metal GPU series: 

BM.GPU2: X7-based GPU compute. 

GPU: NVIDIA Tesla P100 

CPU: Intel Xeon Platinum 8167M. Base frequency 2.0 GHz, max turbo frequency 2.4 GHz. 

BM.GPU3: X7-based GPU compute. 

GPU: NVIDIA Tesla V100 

CPU: Intel Xeon Platinum 8167M. Base frequency 2.0 GHz, max turbo frequency 2.4 GHz. 

ShapeOCPUMemory (GB)Local DiskMax Network BandwidthMax VNICs Total: LinuxMax VNICs Total: 

Windows 

BM.GPU2.2 

(GPU: 2xP100) 

28192Block storage only2 x 25 Gbps2815 (1 on the first physical NIC, 14 on the second) 

BM.GPU3.8 

(GPU: 8xV100) 

52768Block storage only2 x 25 Gbps5227 (1 on the first physical NIC, 26 on the second) 

HPC Shapes 

Designed for high-performance computing workloads that require high frequency processor cores and 

cluster networking for massively parallel HPC workloads. 

This is the bare metal HPC series: 

BM.HPC2: X7-based high frequency compute. Processor: Intel Xeon Gold 6154. Base frequency 3.0 

GHz, max turbo frequency 3.7 GHz. 

ShapeOCPUMemory (GB)Local DiskMax Network BandwidthMax VNICs Total: LinuxMax VNICs Total: 

WindowsBM.HPC2.3636384 

6.4 TB NVMe SSD (1 drive) 

1 x 25 Gbps 

1 x 100 Gbps RDMA 

 

 QUESTION 2  

 
You have three compartments: ProjectA, ProjectB, and ProjectC 



  

 
 

 

For each compartment, there is an admin group set up: A-Admins, B-Admins, and C-Admins. 

Each admin group has full access over their compartment through the following policies: 

allow group A-Admins to manage all-resources in compartment ProjectA 

allow group B-Admins to manage all-resources in compartment ProjectB 

allow group C-Admins to manage all-resources in compartment ProjectC 

 

 

 
Your orgnization has set up the following tag namespace and key to tag each group by its role: 

EmployeeGroup.Role 

All your admin groups are tagged with EmployeeGroup.Role='Admin' 



  

 
 

 

Now you want to set up a Test compartment for members of the three projects to share and need to 

give admin access to all three of your existing admin groups. 

Which policy should you write to accomplish this task? 

A. allow any-user to manage all-resources in compartment Test where request.p 

rincipal.group.tag.EmployeeGroup.Role='Admin' 

B. allow any-group to manage all-resources in compartment Test where 

request.principal.group.tag.EmployeeGroup.Role='Admin' 

C. allow group any-group to manage all-resources in compartment Test where request.p 

rincipal.group.tag.EmployeeGroup.Role='Admin' 

D. allow an-group any-group to manage all-resources in compartment Test where request.p 

rincipal.group.tag.EmployeeGroup.Role='Admin' 

 
 
 

 Correct Answer: B  

 
 

Explanation/Reference: 
 
https://docs.oracle.com/en-us/iaas/Content/Tagging/Tasks/managingaccesswithtags.htm 

 

 QUESTION 3  

 
An Oracle Cloud Infrastructure tenancy administrator is not able to delete a user in the tenancy. 

What can cause this issue? 

A. User has multi-factor authentication (MFA) enabled. 

B. User is member of an Identity and Access Management (IAM) group. 

C. Users can be blocked but not deleted. 

D. User needs to be deleted from federation Identity Provider (IdP) before deleting from IAM. 
 
 

 

 Correct Answer: B  



  

Explanation/Reference: 

https://docs.cloud.oracle.com/en-us/iaas/Content/Identity/Tasks/managingusers.htm 

Deleting a User 

You can delete a user, but only if the user is not a member of any groups. 

 

 QUESTION 4  

 
You are implementing Oracle Cloud Infrastructure (OCI) FastConnect to access OCI public access 

points (e.g. - object storage). You want other Internet traffic from your on-premises environment to 

use your existing connection with your ISP. What is the correct way to establish OCI FastConnect to 

access these OCI public endpoints? 

A. Configure private peering on your FastConnect link. Redistribute BGP routes learned into your 

existing routing table and advertise a default from your network infrastructure to OCI. 

B. . Configure private peering on your FastConnect link with a static route that points to OCI object 

storage service. 

C. Configure public peering on your FastConnect link with a static route that points to OCI object 

storage service. 

D. Configure public peering on your FastConnect link. Redistribute BGP routes learned into your 

existing routing table and advertise a specific route for your network infrastructure to OCI. 

 
 
 

 Correct Answer: D  

 
 

Explanation/Reference: 
 
https://www.oracle.com/a/ocom/docs/connectivity-fast-connect-200.pdf 

 

 QUESTION 5  

 
Which two best practices should you follow when creating new users and assigning permissions in 

Identity and Access Management (IAM)? 

 
A. Provide each new user an API signing key so they can reset their password first time they log on. 

B. Provide a name that is unique across all users in the compartment. 

C. Provide a name that is unique across all users in the tenancy. 

D. You should create IAM groups that correspond to specific project teams or roles. Assign policies 

that conform to the concept of least privileged access. Add each new user to the appropriate 

group. 

 
 
 

 Correct Answer: C,D  

http://www.oracle.com/a/ocom/docs/connectivity-fast-connect-200.pdf
http://www.oracle.com/a/ocom/docs/connectivity-fast-connect-200.pdf
http://www.oracle.com/a/ocom/docs/connectivity-fast-connect-200.pdf


  

Explanation/Reference: 

IAM Users and Groups 

Create an IAM user for everyone in the customer organization who needs access to resources. Do not 

share IAM user accounts across multiple users, especially those with administrative accounts. Using 

distinct IAM users enables enforcing least privilege access for each user, and captures their actions in 

audit logs. 

The recommended unit of administration is IAM groups, which makes it easier to manage and keep 

track of security permissions (as opposed to individual users). Create IAM groups with permissions to 

do commonly needed tasks (for example, network administration, volume administration), and assign 

users to these groups on an as-needed basis. IAM permissions can be used to give a group access to 

resources across multiple compartments in a tenancy. 

 

 QUESTION 6  

 
In your Organization your system administrators can connect to an Autonomous Database that uses 

shared Exadata infrastructure from a VCN with either a public or private endpoint. As a Solution 

Architect you need to guide your system admin. Which two options are valid? 

A. To connect to Autonomous Databases that use a public endpoint from a VCN, the VCN must be 

configured with service gateway: For access from a public subnet in the VCN. Make sure to 

configure the subnet's route table with a rule that sends the desired traffic to the specific 

gateway. Also configure the subnet's security lists to allow the desired traffic. 

B. To connect to Autonomous Databases that use a private endpoint from a VCN, you must configure 

a security rule within one of the database's network security groups (NSGs) to allow access to the 

Autonomous Database endpoint. 

C. To connect to Autonomous Databases that use a public endpoint from a VCN, the VCN must be 

configured with internet gateway: For access from a public subnet in the VCN, Make sure to 

configure the subnet's route table with a rule that sends the desired traffic to the specific 

gateway. Also configure the subnet's security lists to allow the desired traffic. 

D. To connect to Autonomous Databases that use a public endpoint from a VCN, the VCN must be 

configured with internet gateway: For access from a private subnet in the VCN, Make sure to 

configure the subnet's route table with a rule that sends the desired traffic to the specific 

gateway. Also configure the subnet's security lists to allow the desired traffic. 

 
 

 

 Correct Answer: B,C  

 
 

Explanation/Reference: 
 
Connecting to an Autonomous Database 

You can connect to an Autonomous Database that uses shared Exadata infrastructure from a VCN 

with either a public or private endpoint. 

To connect to Autonomous Databases that use a public endpoint from a VCN, the VCN must be 

configured with one of the following gateways: 

Internet gateway: For access from a public subnet in the VCN 

service gateway: For access from a private subnet in the VCN 

Make sure to configure the subnet's route table with a rule that sends the desired traffic to the 

specific gateway. Also configure the subnet's security lists to allow the desired traffic. 



  

You can also connect to your database from private IP addresses in your on-premises network by 

using transit routing with an Oracle Cloud Infrastructure VCN. This allows traffic to move directly from 

your on-premises network to your Autonomous Database without going over the internet. See Transit 

Routing: Private Access to Oracle Services for more information on this method of access. 

To connect to Autonomous Databases that use a private endpoint from a VCN, you must configure a 

security rule within one of the database's network security groups (NSGs) to allow access to the 

Autonomous Database endpoint. For more information on private endpoint network configuration, see 

Networking Prerequisites Needed for Private Endpoint. 

https://docs.cloud.oracle.com/en-us/iaas/Content/Database/Tasks/adbconnecting.htm 

 

 QUESTION 7  

 
Which two statements are true about an Oracle Cloud Infrastructure object storage bucket? (Choose 

two.) 

 
A. You cannot edit or append data to an object, but you can replace the entire object. 

B. You cannot change bucket from private to public after it is created. 

C. You can associate a bucket with only a single compartment. 

D. You can associate a bucket with multiple compartments. 
 
 

 

 Correct Answer: A,C  

 
 

Explanation/Reference: 
 
In the Oracle Cloud Infrastructure Object Storage service, a bucket is a container for storing objects in 

a compartment within an Object Storage namespace. A bucket is associated with a single 

compartment. The compartment has policies that indicate what actions you can perform on a bucket 

and all the objects in the bucket. 

 

 QUESTION 8  

 
You have five different company locations spread across the US. For a proof-of-concept (POC) you 

need to setup secure and encrypted connectivity to your workloads running in a single virtual cloud 

network (VCN) in the Oracle Cloud Infrastructure Ashburn region from all company locations. What 

would meet this requirement? 

 
A. Create five IPsec connections with each company location and terminate those connections on a 

single DRG. Attach that DRG to your VCN. 

B. Create five virtual circuits using FastConnect for each company location and terminate those 

connections on a single dynamic routing gateway (DRG). Attach that DRG to your VCN. 

C. Create five internet gateways in your VCN and have separate route table for each internet 

gateway. 

D. Create five IPsec VPN connections with each company location and terminate those connections 

on five separate DRGs. Attach those DRGs to your VCN. 



  

 Correct Answer: A  

 
 

Explanation/Reference: 
 
Access to Your On-Premises Network 

There are two ways to connect your on-premises network to Oracle Cloud Infrastructure: 

VPN Connect: Offers multiple IPSec tunnels between your existing network's edge and your VCN, by 

way of a DRG that you create and attach to your VCN. 

Oracle Cloud Infrastructure FastConnect: Offers a private connection between your existing network's 

edge and Oracle Cloud Infrastructure. Traffic does not traverse the internet. Both private peering and 

public peering are supported. That means you’re on-premises hosts can access private IPv4 

addresses in your VCN as well as regional public IPv4 addresses in Oracle Cloud Infrastructure (for 

example, Object Storage or public load balancers in your VCN). 

You can use one or both types of the preceding connections. If you use both, you can use them 

simultaneously, or in a redundant configuration. These connections come to your VCN by way of a 

single DRG that you create and attach to your VCN. Without that DRG attachment and a route rule for 

the DRG, traffic does not flow between your VCN and on-premises network. At any time, you can 

detach the DRG from your VCN but maintain all the remaining components that form the rest of the 

connection. You could then reattach the DRG again, or attach it to another VCN. 

 

 QUESTION 9  

 
You are a system administrator of your company and you are asked to manage updates and patches 

across all your compute instances running Oracle Linux in Oracle Cloud Infrastructure (OCI). As part of 

your task, you need to apply all the latest kernel security updates to all instances. Which OCI service 

will allow you to complete this task? 

A. Registry 

B. Resource Manager 

C. Streaming 

D. Storage Gateway 

E. OS Management 
 
 

 

 Correct Answer: E  
 
 
 
 

 QUESTION 10  

 
You have successfully configured identity federation between OCI and IDCS. A new project manager 

wants access to OCI for her team and provides the name of an existing group within IDCS to use when 

granting access. How do you configure federation to allow the project team access to OCI resources? 

 
A. Create a new Identity and Access Management (IAM) policy in OCI and reference the name of the 

IDCS group in each policy statement. 

B. Create a new compartment in OCI with the same name as the existing IDCS group. Create an IAM 



  

policy that references the new compartment and the name of the IDCS group 

C. Create a new IAM group in OCI and map it to the existing IDCS group. Create a new IAM policy and 

reference the name of the IAM group in each policy statement. 

D. Create a new IAM group in OCI and map it to the existing IDCS group. Create a new policy in IDCS 

and reference the name of the IAM group. 

 
 
 

 Correct Answer: C  
 
 
 
 

 QUESTION 11  

 
As an Oracle Cloud Infrastructure tenancy administrator, you created predefined lists of values and 

associated them with tag key definitions. One of the users in your tenancy complains that she cannot 

see these predefined values. What is causing this issue? 

A. Some of the predefined values are null. 

B. The user has breached either the quota or service limit for using tags. 

C. The user is not part of an Identity and Access Management group that gives access to tagging. 

D. The user is trying to use free-form tags. 
 
 

 

 Correct Answer: C  
 
 
 
 

 QUESTION 12  

 
As a solution architect, you are showcasing the Oracle Cloud Infrastructure (OCI) Object Storage 

feature about Object Versioning to a customer. Which statement is true in regards to OCI Object 

Storage Versioning? 

A. A bucket that is versioning-enabled can have only and always will have a latest version of the 

object in the bucket. 

B. Objects are physically deleted from a bucket when versioning is enabled. 

C. Object versioning does not provide data protection against accidental or malicious object update, 

overwrite, or deletion. 

D. By default, object versioning is disabled on a bucket. 
 
 
 

 Correct Answer: D  

 
 

Explanation/Reference: 
 
Each Object Storage bucket has object versioning status of disabled, enabled, or suspended. By 

default, object versioning is disabled on a bucket. 



  

 QUESTION 13  

 
Which two actions can be performed from the OCI Console for an Oracle Autonomous Database? 

 
A. Increase Network Bandwidth 

B. Scale up/down CPU 

C. Scale up/down Memory 

D. Increase Storage allocated for Database 
 
 

 

 Correct Answer: B,D  
 
 
 
 

 QUESTION 14  

 
When you try to create an instance on Oracle Cloud Infrastructure (OCI), what are three valid sources 

to choose the image from? (Choose three.) 

 
A. Dedicated VM Host 

B. Object Storage 

C. Bare Metal Instance 

D. Platform Images 

E. Custom Image 

F. Partner Images 

G. Instance Pools 
 
 

 

 Correct Answer: D,E,F  

 
 

Explanation/Reference: 
 
https://docs.cloud.oracle.com/en-us/iaas/Content/Compute/Tasks/launchinginstance.htm 

By default, an Oracle Linux 7.x image is used to boot the instance. To select a different image or a 

boot volume, in the Image or operating system section, click Change Image. The following options are 

available: 

Platform Images: Pre-built images for Oracle Cloud Infrastructure. For more information about 

platform images, see Oracle-Provided Images. 

Oracle Images: Pre-built Oracle enterprise images and solutions enabled for Oracle Cloud 

Infrastructure. 

Partner Images: Trusted third-party images published by Oracle partners. Click the down arrow in the 

row for an image to view additional details about the image, or to change the image build. For more 

information, see Overview of Marketplace and Working with Listings. 

Custom Images: Custom images created or imported into your Oracle Cloud Infrastructure 

environment. For more information, see Managing Custom Images. 

Boot Volumes: Boot volumes that are available for creating a new instance in your Oracle Cloud 



  

Infrastructure environment. For more information, see Boot Volumes. 

Image OCID: Create an instance using a specific version of an image by providing the image OCID . To 

determine the image OCID for Oracle-provided images, see Oracle-Provided Image Release Notes. 

 

 QUESTION 15  

 
What is the name of the database service name of time critical transaction processing operations for 

Autonomous Transaction Processing ? 

 
A. HIGH 

B. TP 

C. TPURGENT 

D. MEDIUM 
 
 

 

 Correct Answer: C  

 
 

Explanation/Reference: 
 
Autonomous Transaction Processing provides five pairs of database services to use when connecting 

to your dedicated database. In each pair, one of the pair provides a secure TCP (TCPS) connection 

using the TLS protocol, and the other provides a TCP connection. In all other respects, the two 

members of a pair are the same. 

These five pairs of connection services are designed to support different kinds of database operations: 

tpurgent_tls and tpurgent: For high priority, time critical transaction processing operations. 

tp_tls and tp: For typical transaction processing operations. 

high_tls and high: For high priority reporting and batch operations. 

medium_tls and medium: For typical reporting and batch operations. 

low_tls and low: For low priority reporting and batch operations. 

 

 QUESTION 16  

 
Your application front end consists of several Oracle Cloud Infrastructure compute instances behind a 

load balancer. You have configured the load balancer to perform health checks on these instances. 

If an instance fails to pass the configured health checks, what will happen? 

A. The instance will be terminated automatically by the load balancer 

B. The instance will be replaced automatically by the load balancer 

C. The instance is taken out of the back end set by the load balancer. 

D. The load balancer will stop sending traffic to that instance. 
 
 

 

 Correct Answer: D  



  

Explanation/Reference: 
 
A health check is a test to confirm the availability of backend servers. A health check can be a request 

or a connection attempt. Based on a time interval you specify, the load balancer applies the health 

check policy to continuously monitor backend servers. If a server fails the health check, the load 

balancer takes the server temporarily out of rotation. If the server subsequently passes the health 

check, the load balancer returns it to the rotation. 

https://docs.cloud.oracle.com/en-us/iaas/Content/Balance/Tasks/editinghealthcheck.htm 

 

 QUESTION 17  

 
Which two statements are true about Oracle Cloud Infrastructure IPSec VPN connect? 

 

A. OCI IPSec VPN can be configured in tunnel mode only 

B. OCI IPSec VPN tunnel supports only static routes to route traffic. 

C. OCI IPSec VPN can be configured in transport mode only 

D. Each OCI IPSec VPN consists of multiple redundant IPSec tunnels. 
 
 

 

 Correct Answer: A,D  

 
 

Explanation/Reference: 
 
About the Oracle IPSec VPN 

In general, IPSec can be configured in the following modes: 

Transport mode: IPSec encrypts and authenticates only the actual payload of the packet, and the 

header information stays intact. 

Tunnel mode (supported by Oracle): IPSec encrypts and authenticates the entire packet. After 

encryption, the packet is then encapsulated to form a new IP packet that has different header 

information. 

Oracle Cloud Infrastructure supports only the tunnel mode for IPSec VPNs. 

Each Oracle IPSec VPN consists of multiple redundant IPSec tunnels. For a given tunnel, you can use 

either Border Gateway Protocol (BGP) dynamic routing or static routing to route that tunnel's traffic. 

 

 QUESTION 18  

 
You have deployed a multi-tier with multiple compute instances in Oracle Cloud Infrastructure. You 

want to backup these volumes and have decided to use 'Volume Groups' feature. The block volume 

and compute instances exist in different compartments within your tenancy. Periodically a few child 

compartments are moved under different parent compartments, and you notice that sometimes 

volume group backup fails. What could be the cause? 

A. The Identity and Access Management policy allowing backup failed to move when the 

compartment was moved. 

B. You are exceeding your volume group backup quota configured. 

C. A compute instance with multiple block volumes attached cannot move when compartment was 

moved. 

D. You have the same block volume attached to multiple compute instances.If these compute 



  

Correct Answer: A 

QUESTION 19 

Correct Answer: C 

QUESTION 20 

instances are in different compartments then all concerned compartments must be moved at the 

same time. 

 
 
 

 

 
Explanation/Reference: 

 
A policy statement must specify the compartment for which access is being granted (or the tenancy). 

Where you create the policy determines who can update the policy. If you attach the policy to the 

compartment or its parent, you can simply specify the compartment name. If you attach the policy 

further up the hierarchy, you must specify the path. In this case IAM policy was allowing backup failed 

to move when the compartment was moved. 

 

Which method is used to run Kubernetes on OCI using Automated model with terraforming to build 

components of the Kubernetes cluster (terraform on Github)? 

 
A. K8 deployment 

B. Container Engine for Kubernetes 

C. Quickstart Experience 

D. Roll-your-own Container Management 
 
 
 

 

 
Explanation/Reference: 

 
https://www.youtube.com/watch?v=zPyYKA7LmrQ&list=PLKCk3OyNwIztwriUNdXxrRx69mvS2sLUG 

 

Which 2 statements are true regarding cloning a block volume? 

 
A. You can skip block volume encryption when creating a clone 

B. You can change the block volume size when creating a clone 

C. You can change the block volume performance when creating a clone 

D. You can clone block volumes across regions 
 
 
 

http://www.youtube.com/watch?v=zPyYKA7LmrQ&list=PLKCk3OyNwIztwriUNdXxrRx69mvS2sLUG
http://www.youtube.com/watch?v=zPyYKA7LmrQ&list=PLKCk3OyNwIztwriUNdXxrRx69mvS2sLUG
http://www.youtube.com/watch?v=zPyYKA7LmrQ&list=PLKCk3OyNwIztwriUNdXxrRx69mvS2sLUG


  

 Correct Answer: B,C  
 
 
 
 

 QUESTION 21  

 
You must implement a backup solution for your Autonomous Data Warehouse (ADW) that will enable 

you to restore data as old as one year with a recovery point objective (RPO) of 10 days. 

Which database backup strategy would you select? 

A. Take weekly manual backups to supplement the automated backups and preserve them for 12 

months. 

B. Use the automated backups. 

C. Take monthly manual backups to supplement the automated backups and preserve them for 12 

months. 

D. Take quarterly manual backups to supplement the automated backups and preserve them for 12 

months. 

 
 
 

 Correct Answer: B  

 
 

Explanation/Reference: 
 
Oracle Cloud Infrastructure automatically backs up your Autonomous Databases and retains these 

backups for 60 days. Automatic backups are weekly full backups and daily incremental backups. You 

can also create manual backups to supplement your automatic backups. Manual backups are stored 

in an Object Storage bucket that you create, and are retained for 60 days The retention period for 

manual backups is the same as automatic backups which is 60 days. So we cannot preserve the 

backup for 12 months 

https://docs.oracle.com/en/cloud/paas/autonomous-data-warehouse-cloud/user/backupmanual. 

html#GUID-D95E5D6A-C470-4A68-9545-CC99D937E7D1 

 

 QUESTION 22  

 
Your application front end consists of several Oracle Cloud Infrastructure compute instances behind a 

public load balancer. You have configured the load balancer to perform health checks on these 

instances. What will happen if an instance fails to pass the configured health checks? 

 
A. The instance is replaced automatically by the load balancer. 

B. The load balancer stops sending traffic to that instance. 

C. The instance is taken out of the backend set by the load balancer. 

D. The instance is terminated automatically by the load balancer. 
 
 

 

 Correct Answer: B  



  

 QUESTION 23  

 
You work for a health insurance company that stores a large number of patient health records in an 

Oracle Cloud Infrastructure (OCI) Object Storage bucket named "HealthRecords". 

Each record needs to be securely stored for a period of 5 years for regulatory compliance purposes 

and cannot be modified, overwritten or deleted during this time period. 

What can you do to meet this requirement? 

A. Create an OCI Object Storage Lifecycle Policies rule to archive objects in the HealthRecords bucket 

for five years. 

B. Create an OCI Object Storage time-bound Retention Rule on the HealthRecords bucket for five 

years. Enable Retention Rule Lock on this bucket. 

C. Enable encryption on the HealthRecords bucket using your own vault master encryption keys. 

D. Enable versioning on the HealthRecords bucket. 
 
 

 

 Correct Answer: B  

 
 

Explanation/Reference: 
 
Reference: https://docs.cloud.oracle.com/en-us/iaas/Content/Object/Tasks/usingretentionrules.htm 

Using Retention Rules to Preserve Data 

Retention rules provide immutable object storage options for data written to Object Storage for data 

governance, regulatory compliance, and legal hold requirements. Retention rules can also protect 

your data from accidental or malicious update, overwrite, or deletion. 

This topic describes Object Storage rule-based retention and provides details on how to create and 

manage these rules. 

About Object Storage Data Retention 

Retention rules are configured at the bucket level and are applied to all individual objects in the 

bucket. Object Storage provides a flexible approach to data retention that supports the following use 

cases. 

REGULATORY COMPLIANCEYour industry might require you to retain a certain class of data for a 

defined length of time. Your data retention regulations might also require that you lock the retention 

settings. If you lock the settings, the only change you can make is to increase the retention 

duration.For Object Storage regulatory compliance, you create a time-bound retention rule and 

specify a duration. Object modification and deletion are prevented for the duration specified. Duration 

is applied to each object individually, and is based on the object's Last Modified timestamp. Lock the 

rule as required.DATA GOVERNANCEYou might need to protect certain data sets as a part of internal 

business process requirements. While retaining the data for a defined length of time is necessary, 

that time period could change.For Object Storage data governance, you create a time-bound 

retention rule and specify a duration. Object modification and deletion are prevented for the duration 

specified. Duration is applied to each object individually, and is based on the object's Last Modified 

timestamp. To be able to delete the rule and allow changes to the duration as required, do not lock 

the rule.LEGAL HOLDYou might need to preserve certain business data in response to potential or on- 

going lawsuits. A legal hold does not have a defined retention period and remains in effect until 

removed.For Object Storage legal holds, you create an indefinite retention rule. Object modification 

and deletion are prevented until you delete the rule. You cannot lock an indefinite retention rule 

because the rule has no duration. 

It's important to understand retention duration for time-bound rules. Even though you are creating 



  

retention rules for a bucket, the duration of a rule is applied to each object in the bucket individually, 

and is based on the object's Last Modified timestamp. Let's say you have two objects in the bucket, 

ObjectX and ObjectY. ObjectX was last modified 14 months ago and ObjectY was last modified 3 

months ago. You create a retention rule with a duration of 1 year. This rule prevents the modification 

or deletion of ObjectY for the next 9 months. The rule allows the modification or deletion of ObjectX 

because the retention rule duration (1 year) is less that the object's Last Modified timestamp (14 

months). If ObjectX is overwritten some time in the coming year, modification and deletion would be 

prevented for the rule duration time remaining. 

Locking a retention rule is an irreversible operation. Not even a tenancy administrator can delete a 

locked rule. There is a mandatory 14-day delay before a rule is locked. This delay lets you thoroughly 

test, modify, or delete the rule or the rule lock before the rule is permanently locked. A rule is active 

at the time of creation. The lock only controls whether the rule itself can be modified. After a rule is 

locked, only increases in the duration are allowed. Object modification is prevented and the rule can 

only be deleted by deleting the bucket. A bucket must be empty before it can be deleted. 

Required IAM Policies 

To use Oracle Cloud Infrastructure, you must be given the required type of access in a policy written 

by an administrator, whether you're using the Console or the REST API with an SDK, CLI, or other tool. 

If you try to perform an action and get a message that you don’t have permission or are unauthorized, 

confirm with your administrator the type of access you've been granted and which compartment you 

should work in. 

If you're new to policies, see Getting Started with Policies and Common Policies. 

For administrators: 

You can create a rule that lets the specified IAM group manage Object Storage namespaces, buckets, 

and their associated objects in all compartments in the tenancy. For example, to let the IAM group 

StorageAdmins do everything in the tenancy: 

Allow group StorageAdmins to manage object-family in tenancy 

Copy 

Alternatively, you can create policies that reduce the scope of access. For example, you can create 

the policies to let the StorageAdmins group manage only buckets and objects in a compartment 

called ObjectStore in the tenancy: 

Allow group StorageAdmins to manage buckets in compartment ObjectStore 

Allow group StorageAdmins to manage objects in compartment ObjectStore 

Copy 

If you create more restrictive policies that grant individual permissions, BUCKET_UPDATE and 

RETENTION_RULE_MANAGE is required to create, edit, and delete retention rules. BUCKET_UPDATE, 

RETENTION_RULE_MANAGE, and RETENTION_RULE_LOCK is required to lock retention rules. 

For more information about other alternatives for writing policies, see Details for Object Storage, 

Archive Storage, and Data Transfer. 

Scope and Constraints 
Retention rules can be applied to a bucket in the Standard (Object Storage) or Archive Storage tier. 

The actions that you can perform on a bucket with active retention rules are limited. You cannot 

update, overwrite, or delete objects or object metadata until the retention rule is deleted (indefinite 

rule) or for the duration specified (time-bound rules). The duration for time-bound rules is applied to 

each object individually, and is based on the object's Last Modified timestamp. 

You can create multiple retention rules for a bucket. Indefinite retention rule is applied before any 

time-bound rule is considered. 

When a retention rule is locked, the rule can only be deleted by deleting the bucket. A bucket must be 

empty before it can be deleted. 

Interaction Between Retention and Other Object Storage Features 

Carefully review the policies and rules that you have in place for the other Object Storage features 

that you are using. Some of these policies and rules may no longer make sense with retention rules. 



  

This section describes some key things you need to know about the interaction between retention 

rules and other Object Storage features. 

Bucket Re-Encryption 

Retention rules do not block bucket re-encryption using either Oracle or your own Vault master 

encryption keys. 

Multipart Uploads 

Uncommitted (unfinished or failed) multipart uploads are not protected by retention rules and can be 

deleted at any time. 

Lifecycle Management 

Lifecycle policies can archive objects with retention rules. 

Lifecycle Management cannot remove objects protected by active retention rules. 

Replication 

You can create retention rules on a replication source bucket. 

You cannot create retention rules on a replication destination bucket. 

You cannot enable replication on a bucket that has retention rules. 

Versioning 

You cannot add retention rules to a bucket that has versioning enabled. 

You cannot enable versioning on a bucket with active retention rules. 

You can add retention rules to bucket that has versioning suspended. However, you cannot resume 

versioning with active retention rules. 

Troubleshooting Retention Rules 

This topic provides troubleshooting solutions for issues you might encounter using retention rules. 

Unable to create a retention rule 

Unable to lock a retention rule 

Unable to delete a retention rule 

Using the Console 

To create a retention rule 

To lock a time-bound retention rule 

To view retention rule details 

To edit a retention rule 

To delete a retention rule 

Using the Command Line Interface (CLI) 

For information about using the CLI, see Command Line Interface (CLI). For a complete list of flags 

and options available for CLI commands, see the Command Line Reference. 

To create an indefinite retention rule 

To create a time-bound, unlocked retention rule 

To create a time-bound, locked retention rule 

To list retention rules 

To view retention rule details 

To update a time-bound retention rule after creation 

To remove a retention rule lock during the delay period 

To delete a retention rule 

Using the API 

For information about using the API and signing requests, see REST APIs and Security Credentials. For 

information about SDKs, see Software Development Kits and Command Line Interface. 

Use these API operations to use and manage retention rules: 

CreateRetentionRule 

GetRetentionRule 

ListRetentionRules 

UpdateRetentionRule 

DeleteRetentionRule 



  

 QUESTION 24  

 
You have multiple applications running on a compute instance that generate a large amount of log 

files. You have requirements for these log files to be retained for a total of 60 days: at least 15 days 

on the boot volume, and then an additional 45 days in any location. 

What is the most cost-effective way to meet the 15-day boot volume retention requirement, and the 

60-day total retention requirement? 

A. Terminate the instance while preserving the boot volume. Create a new instance from the boot 

volume and select a DenseIO shape to take advantage of local NVMe storage. 

B. Do not delete any logs but resize the boot volume of the instance every time additional space is 

needed. 

C. Create an object storage bucket and use a script that runs daily to move log files older than 15 

days from the boot volume to the bucket. Create a lifecycle rule for the bucket to delete any logs 

over 60 days old. 

D. Attach a block volume and use a script that moves log files older than 15 days to the new volume 

and deletes them completely after 60 days. 

 
 

 

 Correct Answer: C  

 
 

Explanation/Reference: 
 
https://docs.cloud.oracle.com/en-us/iaas/Content/Block/Tasks/resizingavolume.htm#OnlineResize 

Object storage is cheaper than block volume 

 

 QUESTION 25  

 
Where do you find the tnsnames.ora for your ADW database? 

 
A. The ADW database will place the tnsnames.ora file in an object storage bucket 

B. You are automatically prompted to download the tnsnames.ora file upon creation of the ADW 

database 

C. You can download tnsnames.ora from OCI web console under ADW details page 

D. The tnsnames.ora file is included in credentials.zip file that you download from service console of 

ADW 

 
 
 

 Correct Answer: D  

 
 

Explanation/Reference: 
 
To download client credentials from the ATP Service Console: - From the Service Console click the 

Administration link. - Click Download Client Credentials (Wallet). - On the Download Client Credentials 

(Wallet) page, enter a wallet password in the Password field and confirm the password in the Confirm 



  

Password field. The password must be at least 8 characters long and must include at least 1 letter and 

either 1 numeric character or 1 special character. This password protects the downloaded Client 

Credentials wallet. - Click Download to save the client security credentials zip file. By default the 

filename is: Wallet_databasename.zip. You can save this file as any filename you want. You must 

protect this file to prevent unauthorized database access. 

 

 QUESTION 26  

 
Which 2 choices are true for ADW? (Choose 2) 

 
A. Billing stops only when the ADW is terminated 

B. Billing stops for both CPU usage and Storage usage when ADW is stopped 

C. Billing for Storage continues when ADW is stopped 

D. Billing for Compute stops when ADW is stopped 
 
 

 

 Correct Answer: C,D  
 
 
 
 

 QUESTION 27  

 
You are designing a lab exercise with an application that includes a large number of graphics with 

large file sizes. The application becomes unresponsive if the graphics are embedded in the 

application. You have uploaded the graphics to Oracle Cloud Infrastructure Object Storage bucket and 

added the URL paths for the individual objects in the application. You need to ensure these graphics 

are accessible without requiring any authentication for an extended period of time. How can you 

achieve these requirements? 

A. Create pre-authenticated requests (PAR) and specify 00:00:0000 as the expiration time. 

B. Make the Object Storage bucket public and use the URL path for the individual objects. 

C. Make the Object Storage bucket private, make all objects public, and use the URL found in the 

object "Details". 

D. Create pre-authenticated requests (PAR) and do not specify any expiration time. 
 
 
 

 Correct Answer: B  
 
 
 
 

 QUESTION 28  

 
With regard to Oracle Cloud Infrastructure Load Balancing service, which two actions will occur when 

a backend server that is registered with a backend set is marked to drain connections? 

 
A. All existing connections to this backend sever will be immediately closed. 

B. Requests to this backend server are redirected to a user-defined error page. 

C. All new connections to this backend server are disallowed. 



  

D. Connections to this backend server will remain open until all in-flight requests are completed. 

E. All connections to this backend server are forcibly closed after a timeout period. 
 
 

 

 Correct Answer: C,D  

 
 

Explanation/Reference: 
 
https://docs.cloud.oracle.com/en-us/iaas/Content/Balance/Reference/sessionpersistence.htm 

 

 QUESTION 29  

 
Which two options are valid for loading data directly into Oracle Autonomous Data Warehouse (ADW)? 

 
A. rsync 

B. Oracle Data Integrator 

C. SQL*Loader 

D. Data Pump 

E. Data Transfer Service 
 
 

 

 Correct Answer: C,D  
 
 
 
 

 QUESTION 30  

 
Which gateway provides a path for private traffic (that is, traffic that uses private IPv4 addresses) 

between your VCN and networks outside the VCN's region? 

 
A. NAT Gateway 

B. Internet Gateway 

C. Dynamic Routing Gateway 

D. Service Gateway 
 
 

 

 Correct Answer: C  

 
 

Explanation/Reference: 
 
You can think of a DRG as a virtual router that provides a path for private traffic (that is, traffic that 

uses private IPv4 addresses) between your VCN and networks outside the VCN's region. 



  

 QUESTION 31  

 
Which three components can you configure in Oracle Cloud Infrastructure Identity and Access 

Management? 

 
A. Groups 

B. Instances 

C. Policies 

D. VCNs 

E. Users 
 
 

 

 Correct Answer: A,C,E  


