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SC-900 

Microsoft Security, Compliance, and Identity Fundamentals 

(beta) 

QUESTION & ANSWERS 



 

 QUESTION 1  

 
You use Teams in your organization for internal communication. Microsoft scans your messages to 

show relevant ads to give you a good user experience. 

Does it violate Microsoft’s privacy principle? 

A. No 

B. Yes 
 
 

 

 Correct Answer: B  

 

 
Explanation/Reference: 

‘No content-based targeting’ is one of Microsoft’s six privacy principles which means Microsoft will not 

use email, chat, files, or other personal content to target ads to you. 

Yes, it violates Microsoft’s privacy principle. 

Reference Link: https://docs.microsoft.com/en-us/learn/modules/describe-microsoft-security- 

compliance-principles/2-describe-microsofts-privacy-principles 

 
 QUESTION 2  

 
Azure Sentinel ingests data to provide intelligent security analytics across your enterprise. Where is 

the ingested data stored? 

A. Azure Data Lake storage 

B. Azure Data Explorer 

C. Azure Monitor 

D. Azure Log Analytics workspace 
 
 

 

 Correct Answer: D  

 

 
Explanation/Reference: 

Unlike other Azure Security solutions like Azure Security Center or Azure Defender, which focus on 

infrastructure security, Azure Sentinel secures your entire 

organizational environment. 

It ingests data from different data sources like Security Center, Azure AD, Office 365, etc., and stores them in 

your Log Analytics workspace. It then correlates them to 

look for security incidents in your environment. 

When setting up Azure Sentinel for the first time, it allows you to create a new Log Analytics workspace or 

pick an existing one to store its data for analysis. In the below 

image, the Azure Log Analytics workspace is a prerequisite for creating Azure sentinel. 



 

 
 

Option Log Analytics workspace is the correct answer. 

Quick Preview: 

Reference Link: https://docs.microsoft.com/en-us/learn/modules/describe-security-capabilities-of-azure- 

sentinel/4-understand-sentinel-costs 

All the other answers are incorrect. 

Azure Monitor is a monitoring platform & not a storage solution. It is an incorrect choice. 

Azure Data Lake storage is a data storage service based on Hadoop primarily designed for big data 

analytics workloads. 

Azure Log Analytics is built on top of Azure Data Explorer. They both use KQL for querying the data. 

Reference Link: https://docs.microsoft.com/en-us/azure/azure-monitor/logs/log-analytics- 

overview#relationship-to-azure-data-explorer 

 
 QUESTION 3  

 
Azure Network security groups let you allow/deny network traffic to & from Azure resources. Which 

of the following can a Network Security Group (NSG) be directly associated with (Select two 

options)? 

A. Application Gateway 

B. Azure Virtual Machine 

C. Virtual Network 

D. Network Interface 

E. Subnets 

F. Load balancer 
 
 
 

 Correct Answer: D,E  



 

Explanation/Reference: 

As evident in the below image, you can associate an NSG with either Subnets or Network Interfaces 

 

Options Subnet and Network interface are the correct answers. 

Quick preview: 

Reference Link: https://docs.microsoft.com/en-us/azure/virtual-network/network-security-group-how- it-

works 

A network interface is in turn attached to a Virtual Machine, which is how a VM communicates with 

the internet or other Azure resources. But an NSG is not directly 

associated with a VM. So, 'Azure Virtual Machine' will be an incorrect choice. 

NSGs can only be directly associated with a subnet in a VNet. Not with a VNet directly. Option Virtual 

Network is incorrect. 

All the other options are incorrect too. 

 
 QUESTION 4  

 
Which of the following kinds of improvement actions provide the highest points towards the 

compliance score? 

 

A. Discretionary and corrective actions 



 

B. Mandatory and detective actions 

C. Mandatory and preventative actions 

D. Discretionary and detective actions 
 
 

 

 Correct Answer: C  

 

 
Explanation/Reference: 

Your actions are assigned a score based on whether they are mandatory or discretionary and whether 

they are preventative, detective, or corrective. 

 

As seen in the image, mandatory actions get a higher score than discretionary ones. And preventative 

actions get a higher score than detective and corrective ones. 

So, mandatory and preventative actions provide the highest points towards the compliance score. 

The Option Mandatory and preventative actions is the correct answer. 

 
Source: Microsoft documentation 

The points are assigned based on their perceived risk of not implementing it than other controls. 

You cannot observe these parameters in the Compliance Score UI. However, if you export your 

assessment template to Excel from Compliance Manager, you can view 

them. 



 

 
Reference Link: https://docs.microsoft.com/en-us/learn/modules/describe-compliance-management- 

capabilities-microsoft/5-describe-use-benefits-of-compliancescore#how-to-understand-the- 

compliance-score 

 
 QUESTION 5  

 
Which of the following uses a layered approach to security to slow the advance of an attack? 

A. Shared responsibility model 

B. Zero-trust methodology 

C. CIA model 

D. Defense in depth 
 
 

 

 Correct Answer: D  

 

 
Explanation/Reference: 

Defense in depth uses a layered approach to security to reduce the chances of a successful attack. 

You can use different Azure services/activities to safeguard access to 

your data/configuration at different layers (Refer to the below image). 



 

 
Option Defense in depth is the correct choice. 

Reference Link: https://docs.microsoft.com/en-us/learn/modules/describe-security-concepts- 

methodologies/4-describe-defense-depth 

CIA refers to principles (Confidentiality, Integrity, Availability) that help define a security posture. CIA 

does not provide a layered approach to security although, each of 

the defense in depth layers (see above) implements a CIA principle. 

For example, the Physical security layer implements the Confidentiality principle because it grants 

access only to authorized personnel. 

The Identity & Access layer implements the Integrity principle because it gives access only after 

verifying who the user they claim to be. 

And so on. 

Option CIA model is incorrect. 

Reference Link: https://docs.microsoft.com/en-us/learn/modules/azure-well-architected-security/2- 

defense-in-depth#defense-in-depth-a-layered-approach-to-security 

https://docs.microsoft.com/en-us/learn/modules/describe-security-concepts-methodologies/4- 

describe-defense-depth#confidentiality-integrity-availability-cia 

The Zero Trust assumes that everything (both inside and outside of your network perimeter) is an 

untrusted network. By trusting no one, we enhance security. It is an 

incorrect choice. 

Reference Link: https://docs.microsoft.com/en-us/learn/modules/describe-security-concepts- 

methodologies/2-describe-zero-trust-methodology 

The shared responsibility model identifies security tasks controlled by the cloud provider and the 

tasks handled by the organization (you). It is an incorrect choice too. 

Reference Link: https://docs.microsoft.com/en-us/learn/modules/describe-security-concepts- 

methodologies/3-describe-shared-responsibility-model 

 
 QUESTION 6  

 
Microsoft Azure Sentinel is a scalable, cloud-native SIEM/SOAR solution. What do the acronyms stand 

for? 

A. Security Incident Event Management (SIEM), Security Orchestration Autonomous Response (SOAR) 



 

B. Security Information Event Management (SIEM), Security Orchestration Autonomous Response 

(SOAR) 

C. Security Information Event Management (SIEM), Security Orchestration Automated Response 

(SOAR) 

D. Security Incident Event Management (SIEM), Security Orchestration Automated Response (SOAR) 
 
 

 

 Correct Answer: C  

 

 
Explanation/Reference: 

SIEM (Security Information Event Management) is a centralized collection point for all the log entries 

generated by your infrastructure, resources, devices, firewall, and endpoints. It then correlates these 

logs to generate alerts and notifies the administrator. 

SOAR (Security Orchestration Automated Response) takes these alerts and automates your threat 

response (with playbooks). So, SOAR decreases the incident response time. 

In a nutshell, SIEM raises an alert if it detects a malicious activity. SOAR deals with the alerts 

(including false positives) and prepares an automated response. 

Reference Link: https://docs.microsoft.com/en-us/azure/sentinel/overview 

Note: On Microsoft Learn, SIEM is mentioned as Security Incident and Event Management, although a 

quick Google search would reveal that 'I' is Information, rather than Incident. 

 
 QUESTION 7  

 
You need to update your name (changed during your post-graduation) on school records with your 

educational institution that uses Microsoft cloud services. 

Which of the following federal laws ensures that you can request the changes? 

A. FERPA 

B. GDPR 

C. You can access your records, but you cannot request changes 

D. COPPA 

E. HIPAA 



 

 Correct Answer: A  

 

 
Explanation/Reference: 

Family Educational Rights and Privacy Act (FERPA) protects the privacy of student’s records. It 

ensures that you (age 18 and older) can access your data & request 

updates on personal information from your educational institution. Microsoft supports the educational 

institutions’ compliance needs and enables them to respond to your 

request. 

Granting individuals the right to access their data and correct/delete them is a common compliance 

need. FERPA is the correct answer. 

Reference Link: https://docs.microsoft.com/en-us/compliance/regulatory/offering-ferpa 

Health Insurance Portability and Accountability Act (HIPAA) is a healthcare law that protects your 

health information. HIPAA is an incorrect answer. 

Reference Link: https://docs.microsoft.com/en-us/learn/modules/describe-compliance-management- 

capabilities-microsoft/2-describe-common-complianceneeds#common-compliance-regulations Child 

Online Privacy Protection Act (COPPA) is a regulation that deals with parental consent on the usage 

of Microsoft services like Xbox in the US. COPPA is an 

incorrect choice. 

Reference Link: https://support.microsoft.com/en-us/account-billing/parental-consent-and-microsoft- 

child-accounts-c6951746-8ee5-8461-0809-fbd755cd902e 

While COPPA is concerned mainly with consent and parental permission, GDPR is much broader in 

scope. It is also an incorrect choice. 

 
 QUESTION 8  

 
Last week, a couple of employees left your project. You need to ensure that the IT analyst removes 

their access to Azure resources. 

By using which Azure AD service, can you delegate this task to him for only 4 hours? 

A. Azure AD Privileged Identity Management 

B. Azure AD Connect 

C. Azure AD Conditional Access 

D. Azure AD Identity Protection 
 
 

 

 Correct Answer: A  

 

 
Explanation/Reference: 

Azure AD Privileged Identity Management (PIM) helps you provide time-bound, just-in-time access to 

do the job. After a specific duration, his access is automatically revoked. 

For example, when the IT analyst activates his privileged role, he needs to specify the duration he 

needs access to perform the job. 



 

 

Option Azure AD Privileged Identity Management is the correct choice. 

Reference Link: https://docs.microsoft.com/en-us/learn/modules/describe-identity-protection- 

governance-capabilities/4-describe-privileged-identity-management 

Azure AD Identity Protection protects your organization’s identities by calculating the risk related to 

users and sign-ins. You can feed this information to Conditional Access to block access/require further 

actions like MFA. 

It doesn’t provide time-bound access. Option Azure AD Identity Protection is an incorrect choice. 

Reference Link: https://docs.microsoft.com/en-us/learn/modules/describe-identity-protection- 

governance-capabilities/5-describe-azure 

Conditional Access adds an extra layer of security (triggered after the first-factor authentication based on 

certain signals). Option Conditional Access is an incorrect choice too. 

Reference Link: https://docs.microsoft.com/en-us/learn/modules/explore-access-management- 

capabilities/2-describe-conditional-access-its-benefits 

Azure AD Connect integrates your on-premises directory with Azure AD. Option Azure AD Connect is 

an incorrect choice. 

Reference Link: https://docs.microsoft.com/en-us/learn/modules/explore-basic-services-identity- 

types/6-describe-concept-of-hybrid-identities 

 
 QUESTION 9  

 
You plan to deploy the Azure Bastion service to allow your developers, who work from home, securely 

access Azure VMs. 

Where would you deploy them? 

A. Azure Resource Groups 

B. Azure VNets 

C. Azure VMs 

D. Azure Subscriptions 
 
 

 

 Correct Answer: B  



 

Explanation/Reference: 

Azure Bastion provides secure RDP/SSH connectivity to your VMs directly from the Azure portal. You 

deploy Azure Bastion in a Virtual Network, not VMs or 

subscriptions, or resource groups. 

When you provision an Azure Bastion service in your VNet, the RDP/SSH connectivity is available to all 

your VMs in the same VNet. 

 
Source: Microsoft documentation 

Option Azure VNets is the correct answer. 

Quick Preview: 

 
Reference Link: https://docs.microsoft.com/en-us/learn/modules/describe-basic-security-capabilities- 

azure/5-describe-what-azure-bastion 

 
 QUESTION 10  

 
What’s the difference between a system-assigned managed identity & a user-assigned managed identity? 

A. When the Azure resource is deleted, the system-assigned managed identity is not deleted. 

Whereas the user-assigned managed identity is automatically deleted 

B. System-assigned managed identity is created as part of an Azure resource; User-assigned 

managed identity is created as a standalone resource 

C. System-assigned managed identity can be shared with many Azure resources. The user-assigned 

managed identity is associated with a single Azure resource 

D. The lifecycle of system-assigned managed identity is independent of the Azure resource; The 

lifecycle of user-assigned managed identity is shared with the Azureresource 



 

 Correct Answer: B  

 

 
Explanation/Reference: 

For your web application, a good practice is to store your credentials in Azure Key Vault. But to access 

the key vault, you still need to store its credentials elsewhere. 

Managed identities eliminate the need to manage Azure Key Vault credentials by providing an identity for 

the Azure resource in Azure AD. The Azure resource uses this 

identity to obtain Azure AD tokens to access the Key Vault. 

There are two types of identities you can create: 

· System-assigned managed identity, and, 

· User-assigned managed identity. 

System-assigned managed identity is created as part of the Azure resource. So: 

· It has the same lifecycle as the Azure resource, 

· It is deleted when the Azure resource is deleted, and, 

· Since it is associated with a resource, you cannot use them with any other resource 

On the other hand, user-assigned managed identity is created separately from any other Azure 

resource. So: 

· It has an independent lifecycle. 

· When you delete an associated resource, it is still available to be used with other Azure resources. 

· A single identity can be used with many Azure resources. 

Based on the above explanations, the option 'System-assigned managed identity is created as part of 

an Azure resource; User-assigned managed identity is created 

as a standalone resource' is the correct answer. 

Reference link: https://docs.microsoft.com/en-us/learn/modules/explore-basic-services-identity- 

types/4-describe-identity-types#managed-identity 

 
 QUESTION 11  

 
When you log in to the Microsoft 365 compliance center as a compliance data administrator, which of 

the following compliance solution areas would you see in the Solutions catalog (Select any three 

options)? 

A. Information protection & governance 

B. Advanced eDiscovery 

C. Communication compliance 

D. Insider risk management 

E. Discovery & response 

F. Data loss prevention 
 
 

 

 Correct Answer: A,D,E  

 

 
Explanation/Reference: 

Microsoft 365 solutions catalog helps you discover compliance & risk management solutions available to 

your organization. 



 

The solutions catalog is organized into three compliance solution areas. Each solution area contains 

information on several compliance solutions. 

See the below infographic for more details. 

 
As evident, Insider risk management, Information protection & governance, and Discovery & response 

are the only three compliance solution areas (high-level categorization). They are the correct answers to 

this question. 

Data loss prevention is a compliance solution within the Information protection & governance solution 



 

area. It is an incorrect answer. 

Advanced eDiscovery is a compliance solution within the Discovery & response solution area. It is an 

incorrect answer. 

And Communication compliance is a compliance solution within the Insider risk management solution 

area. It is also an incorrect answer. 

 
Finally, the role compliance data manager doesn't make any difference. All three roles (Global 

administrator, Compliance administrator, Compliance data administrator) get the same user 

experience when they access Microsoft Compliance Center. 

Reference Link: https://docs.microsoft.com/en-us/microsoft-365/compliance/microsoft-365-solution- 

catalog?view=o365-worldwide 

https://docs.microsoft.com/en-us/learn/modules/describe-compliance-management-capabilities- 

microsoft/3-describe-compliance-center 

 



 

 QUESTION 12  

 
Which of the following implements Azure Security Benchmark’s security recommendations on an individual 

Azure service? 

A. Security baseline 

B. Security benchmark 

C. Security control 

D. Security guidance 
 
 

 

 Correct Answer: A  

 

 
Explanation/Reference: 

Security control is a high-level description of a feature. They are not specific to a 

technology/implementation. For example, Network security control protects virtual 

networks and prevents external attacks. 

Option Security control is incorrect. 

Reference Link: https://docs.microsoft.com/en-us/security/benchmark/azure/overview 

A security benchmark contains security recommendations grouped by the security control. They target a 

specific technology. 

For example, a recommendation could be that you implement security for Azure virtual network traffic with 

NSG rules and Azure Firewall. 

Option Security benchmark is incorrect. 

Reference Link: https://docs.microsoft.com/en-us/security/benchmark/azure/security-controls-v2-network- 

security#ns-1-implement-security-for-internal-traffic (NS-1: 

Implement security for internal traffic is a security recommendation) 

A security baseline is the implementation of the benchmark recommendations on individual Azure 

services. 

For example, in the Microsoft documentation, there are security baselines for different Azure services. 



 

 



 

The option Security baseline is the correct answer. 

Reference Link: https://docs.microsoft.com/en-us/security/benchmark/azure/introduction#terminology 

https://docs.microsoft.com/en-us/learn/modules/describe-security-management-capabilities-of-azure/6- 

baselines-for-azure (MS Learn link) 

There is no term like security guidance related to Azure Security Benchmark. 

Option security guidance is incorrect. 

 
 QUESTION 13  

 
What are the four key elements of Microsoft Compliance Manager? 

A. Controls, Assessments, Templates, Improvement actions 

B. Workflows, Evaluations, Compliance score, Improvement actions 

C. Workflows, Assessments, Templates, Improvement actions 

D. Requirements, Evaluations, Compliance score, Improvement actions 
 
 

 

 Correct Answer: A  

 

 
Explanation/Reference: 

The four key elements of a Compliance Manager are: 

· Controls, 

· Assessments, 

· Templates, &, 

· Improvement actions 

Review the below image which will help you understand Assessments, Controls, & Improvement 

actions and how they are related to each other. 

 

You can do the following with templates 



 

· Quickly create assessments. 

· Build a custom assessment with your own controls and actions. 

· Extend a Microsoft template by adding controls & improvement actions. 

So, the option Controls, Assessments, Templates, Improvement actions is the correct answer. 

Below are the screenshots from Compliance Manager to strengthen your understanding further. You 

can skip this section if you like to: 

This is the Compliance Manager dashboard. You can see the key items (Assessments, Templates & 

Improvement actions) listed in the menu. Navigate to assessments. 

 
For each assessment, you can see both controls (requirements) and improvement actions to meet 

those controls. Navigate to controls. 

 
Let’s take the example of the Individual Participation control family. This control family has four 

controls. And you need to complete a total of 11 improvement actions (3+1+5+2) to satisfy the 

controls. 

 
But, for the control family Individual participation, there are a total of only 10 improvement actions. 



 

 

The reason is that the improvement action Respond to rectification requests is duplicated for two 

controls. Implementing this improvement action once will satisfy both the controls. 

 
Reference Link: https://docs.microsoft.com/en-us/learn/modules/describe-compliance-management- 

capabilities-microsoft/4-manager#assessments 

 
 QUESTION 14  

 
You want to migrate your existing retention requirements from OpenText to Microsoft 365. 

Which of the following capabilities in Microsoft 365 compliance center will help? 

A. Document plan 

B. File plan 

C. Retention labels 

D. Retention plan 



 

 Correct Answer: B  

 

 
Explanation/Reference: 

A file plan (also known as a record plan) is a tool for organizing records. This feature is available under 

the records management section in Microsoft 365 compliance 

center. 

Using file plan, you: 

1. Can use the Import feature to import retention labels in bulk 

2. Download the template 

3. Fill out the template with your retention requirements (export from OpenText) 

4. Import the spreadsheet 

 
Reference Link: https://docs.microsoft.com/en-us/microsoft-365/compliance/file-plan- 

manager?view=o365-worldwide 

So, the file plan is the correct answer. 

Compared to creating and managing retention labels from Information governance in Microsoft 365 

compliance center, the file plan has additional features. Check the link 

below. 

There is nothing called a Document plan or Retention plan in Microsoft 365 Compliance center. There is 

only a retention policy that applies retention settings (defined 

in retention label) at a container level (SharePoint site). So, both options are incorrect. 

Retention labels help you retain what you need and delete what you do not need. You use a file plan to 

import retention labels in bulk. So, this option is incorrect too. 

Reference Link: https://docs.microsoft.com/en-us/learn/modules/describe-information-protection- 

governance-capabilities-microsoft-365/7-describe-records-management 

(2nd point) 

 
 QUESTION 15  

 
Your organization uses Skype to communicate with suppliers. Who is responsible for DNS 



 

configuration? 

A. Microsoft 

B. Individual users 

C. Supplier organization 

D. Your IT team 
 
 

 

 Correct Answer: A  

 

 
Explanation/Reference: 

A few things to know: 

1. Skype is a SaaS product. 

2. DNS, along with VNet, Load balancing, and gateways are network controls. 

Quick preview: 

 

Reference Link: Shared responsibility for Cloud Computing (on page 10) 

3. For a SaaS product, Cloud Solutions Provider (Microsoft) manages the network controls (per the 

shared responsibility model). Along with Skype, other Microsoft 365 products, Dynamics CRM Online 

are also SaaS products. 

Reference link: https://docs.microsoft.com/en-us/learn/modules/describe-security-concepts- 

methodologies/3-describe-shared-responsibility-model 

So, 'Microsoft' is the correct answer. 


